POSITION

DESCRIPTION

POSITION TITLE: = Site Reliability Engineer

ADVERT TITLE: Site Reliability Engineer

LOCATION:

ASW is creating the world’s most talented international family through hiring and growing talent into long-term
careers with Australian companies. ASW is a recruitment and talent specialist, that partners with Australian
companies to help them build highly capable international teams. We enable Australian companies to meet
their business goals by accessing and retaining premium talent in emerging markets and giving that talent the
opportunity to grow, learn and develop. Together we embed international teams into respected Australian
businesses, both functionally and culturally, to deliver enduring and transparent people solutions.

Our partner is a top Australia-based leading in e-settlement services provider that aims to offer an efficient
and user-friendly platform. Their platform design is led by an experienced team with deep expertise across
both the conveyancing and financial services industries

Their Business Services Delivery department is actively focused on building web. Currently, they are looking for
a Site Reliability Engineer to join the software engineering team to create modern digital software products.
The team uses cutting-edge technologies to build high performing, scalable cloud-based solutions in a safe,
secure, and agile fashion.

e Security Hardening & Vulnerability Management: Design, implement, and maintain security controls
across our Infrastructure (AWS cloud and/or on-premise). Proactively scan for vulnerabilities, manage
patching schedules, and drive remediation efforts. Act on security vulnerability reports from security
scanning tools

e Incident Response: Be a key player in security incident response, including detection, containment,
eradication, and recovery. Conduct post-mortem analyses to prevent recurrence.

e Security Automation: Develop and implement automation tools and scripts to enhance security
monitoring, alerting, and response capabilities (e.g., automated compliance checks, log analysis,
security testing).

e Secure Infrastructure Design: Collaborate with development and infrastructure teams to embed
security best practices into the design, deployment, and operation of new and existing services
(Infrastructure as Code security, secure Cl/CD pipelines).

e  Monitoring & Alerting: Configure and manage monitoring systems (metrics, logging, tracing) with a
focus on detecting security anomalies and potential threats. Develop security-specific dashboards and
alerts.

e Compliance & Auditing: Assist in maintaining compliance with relevant security standards and
regulations. Support internal and external security audits.
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Performance & Reliability: Apply SRE principles to ensure the overall performance, availability, and
reliability of systems, understanding how security impacts these areas.

Documentation: Maintain clear and comprehensive documentation related to security configurations,
processes, and incident responses.

Bachelor's degree or higher in Computer Science, Engineering, Information Security, or a related
technical field.

At least 5 years experience in a Site Reliability Engineering (SRE), DevOps, or Systems Engineering
role.

Strong understanding of security principles, including network security, application security,
cryptography, identity and access management, and vulnerability management.

Hands-on experience with AWS cloud platform and containerization technologies (e.g., Docker,
Kubernetes, ECS).

Proficiency in scripting languages (e.g., Python, PowerShell, Bash) for automation.

Experience with infrastructure-as-code tools (e.g., Terraform, Ansible, CloudFormation).
Familiarity with monitoring and logging tools (e.g., Prometheus, Grafana, Splunk).
Understanding of CI/CD pipelines and associated security considerations.

We are experts in International Talent Partnering. This means that you will be a trusted member of
the ASW family, and get access to our great benefits, plus you also get to work directly with one of
clients.

In our unique English-speaking environment, you can practice and enhance your English with peers
and international client teams based in either Australia, UK, US or NZ.

Get global access to Learning & Development programs.

Great work-life balance.

Competitive remuneration.

Excellent medical benefits.

Great Paid Leave entitlements.

Company parties/events, future travel opportunities, and other exciting activities.

Ongoing career opportunities.

To find out what our people say about working at ASW, visit: https://aswhiteglobal.com/careers/
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